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1. High level description of the organization for which the network plan is being
created.
The project is about two universities located in different logical areas. The first
university, King Faisal University, has three departments: Medicine, Science, and
Business. The Medicine department consists of two labs, each equipped with a PC and a
laptop. The Science department has one lab with one PC and one laptop. The Business
department has one lab with a laptop and a PC.

The second university, Effat University, has two departments: Engineering and Business.
The Engineering department has two labs, each containing one PC and one laptop. The
Business department also has two labs, each equipped with a PC and a laptop.

In addition, there will be an email server implemented to facilitate communication
between any two devices from either university.

2. Description of end devices.

In each lab, we added one PC and one laptop.

To simplify the network configuration process, we utilized a DHCP server to
automatically assign IP addresses to these devices.

We implemented a DNS server to manage the domain names within our network. This
server was responsible for translating domain names into their corresponding IP
addresses, allowing users to access resources using easy-to-remember domain names
instead of complex IP addresses.

We set up a dedicated web server to host the Effat University website.

As part of our network infrastructure, we integrated an email server. It allowed both
staff and students to have their own email addresses and exchange emails seamlessly
within the university's network.

3. Description of intermediate devices.

In each university, there are several switches:

1- One switch is used to connect the devices within each lab.

2- Another switch is used to connect all the switches within the department.

3- Finally, there is a switch that connects all the switches together and links them

with the router. Additionally, this switch is connected to the servers in order to enable
access to all the devices within the university.

We employed three routers in our network setup to facilitate connectivity between
different entities. The first router was utilized to connect the first university, while the
second router established connectivity with the second university. The third router
played a crucial role in connecting the email server. All three routers were
interconnected, enabling seamless communication and data transfer between the
various network segments. This configuration ensured efficient and reliable network
connectivity throughout the network infrastructure.
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4. Screenshots of the completed network.
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Configuration from one of the PCs in the first LAN
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Configuration of the DHCP server in the first LAN
[ XN J DHCP Server
Physical Config Services Desktop Programming Attributes
SERVICES DHCP
HTTP
Interf FastEthernet0 Service @ On off
DHCP
DHCPv6 Pool Name serverPool
TFTP Default Gateway 192.168.1.1
DNS DNS Server 0.0.0.0
SYSLOG Start IP Address : 192 168 1 3 |
Lk Subnet Mask: 255 255 255 0
NTP
Maximum Number of Users : 100
EMAIL
TFTP Server: 0.0.0.0
FTP
IoT WLC Address: 0.0.0.0
VM Management Add Save
Radius EAP
Pool Default DNS Al Subnet Max ~ TFTP WLC
Name Gateway Server idicee Mask User  Server Address
serverPool 192.168... 0.0.0.0 192.168... 256.255... 100 0.0.0.0 0.0.0.0
| NON ) DHCP Server
Physical @ Services Desktop Programming Attributes
GEAERE Global Settings
Settings
Algorithm Settings Display Name DHCP Server
INTERFACE
Gateway/DNS IPv4
FastEthernetO
DHCP
O static
Default Gateway 192.168.1.1
DNS Server
| NON ) DHCP Server
Physical Conﬁc.; Services Desktop Programming Attributes
FastEthernet0
GLOBAL
Settings Port Status On
Algorithm Settings Bandwidth 100 Mbps () 10 Mbps (¥3 Auto
INTERFACE
Duplex Half Duplex Full Duplex Auto
FastEthernetO
MAC Address 0001.97A7.2BB0
IP Configuration
DHCP
© static
IPv4 Address 192.168.1.2
Subnet Mask 255.255.255.0
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[ NON PC8
Physical Config Desktop Programming Attributes
GEOBAT Global Settings
Settings
Algorithm Settings Display Name PC8
INTERFACE Interfaces WirelessO
Wireless0
BINEtoot Gateway/DNS IPv4
© DHcP
Static
Default Gateway
DNS Server
Gateway/DNS IPv6
Automatic
O static
Configuration from one of the PCs in the second LAN
[ NON ] PC8

Physical Config Desktop Programming Attributes

IP Configuration X

Interface Wireless0

IP Configuration

© DHeP Static
IPv4 Address

Subnet Mask

Default Gateway

DNS Server
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Link Information Connect

Below is a list of available wireless networks. To search for more wireless networks, click
the Refresh button. To view more information about a network, select the wireless network
name. To connect to that network, click the Connect button below.

o R Wireless Mode wesnee
AP2 1 55% Network Type Medson
Radio Band A«
AP4 1 55% Security e
Ap3 1 55% MAC Address 0opoe771.Cese
- Refresh  Comnect
ho dap 5C300

Link Information

Bk Sttistics - Save to Profile

Radio Band 20MHe Network Type  MedBian

AP1
Wireless Network Name IP Address ~ ‘1ozisezs
Wireless Mode nfastructure Subnet Mask 252552550

N/A
Wide Channel Default Gateway 021622
Standard Channel 1-zarecre DNS1 19216824
Security WEP MAC Address  copoer7icese
Authentication Auto

: A

Link Information

Moreinformation. [ rastructure Vode

You have successfully connected to the access point

D% (

Signal Strength o [111I1ITITININI ' tinkcgualingsy ITITITIRARANIR §

Notebook Adapter Wireless Network Monitor v1.0 meeeino. WIPCI0ON
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Server-PT
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192.168.2.3
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DHCP server

[ NON ) DHCP server

Physical Config Services Desktop Programming Attributes

FastEthernet0
GLOBAL

Settings Port Status On

Algorithm Settings Bandwidth 100 Mbps ) 10 Mbps (¥3 Auto
INTERFACE

Duplex Half Duplex Full Duplex (Vg Auto

FastEthernet0O

MAC Address 0001.436E.5AB9

IP Configuration
DHCP

O Static

IPv4 Address 192.168.2.2
Subnet Mask 255.255.255.0

IPv6 Configuration
Automatic

O Static

IPv6 Address /
Link Local Address: FE80::201:43FF:FE6E:5AB9
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00 DHCP server
Physical Config Services Desktop Programming Attributes
SERVICES DHCP
HTTP
Interface FastEthernet0 Service o On Off
DHCP
DHCPV6 Pool Name serverPool
TFTP Default Gateway 192.168.2.1
DNS DNS Server 192.168.2.4
SYSLOG Start IP Address : 192 168 2 5
AAA Subnet Mask: 255 255 255 0
NTP
Maximum Number of Users : 8
EMAIL
TFTP Server: 0.0.0.0
FTP
IoT WLC Address: 0.0.0.0
VM Management Add Save
Radius EAP
Pool Default DNS Start Subnet  Max ~ TFTP WLC
Name Gateway Server Address Mask  User  Server Address
serverPool 192.168... 192.168... 192.168... 255.255... 8 0.0.0.0 0.0.0.0

DHCP server configuration

[ XON DHCP server

Physical Config Services Desktop Programming Attributes

el Global Settings
Settings
Algorithm Settings Display Name DHCP server
INTERFACE
Gateway/DNS IPv4
DHCP
© static

Default Gateway 192.168.2.1

DNS Server 192.168.2.4

Set the default gateway
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Website server
[ BON ) effatuniversity.edu.sa
Physical Config Services Desktop Programming Attributes
FastEth
GLOBAL astEthernet0
Settings Port Status On
Algorithm Settings Bandwidth 100 Mbps 10 Mbps (V4 Auto
INTERFACE
Duplex Half Duplex ‘e Full Duplex Auto
FastEthernetO
MAC Address 0003.E495.B421
IP Configuration
DHCP
© static
IPv4 Address 192.168.2.3
Subnet Mask 255.255.255.0
Website server configuration
[ NON ] effatuniversity.edu.sa
Physical m Services Desktop Programming Attributes
hobis Global Settings
Settings
Algorithm Settings Display Name effatuniversity.edu.sa
INTERFACE
Gateway/DNS IPv4
FastEthernetO
DHCP
O static
Default Gateway 192.168.2.1
DNS Server 192.168.2.4
Set the default gateway
[ N ) effatuniversity.edu.sa
Physical Config Services Desktop Programming Attributes
SERVICES HTTP
i HTTP HTTPS
DHCP
c Oon off Qon off
DHCPv6
TFTP File Manager
File Name Edit Delete
DNS
1 effatLogo.j delet
—— effatLogo.jpg (delete)
AAA 2 effatUni.jpeg (delete)
NTP 3 face.png (delete)
ELAIC 4 image.html (edit) (delete)
FTP
5 index.html (edit) (delete)
IoT
VM Management 6 insta.png (delete)
Radius EAP 7 twitter.jpg (delete)
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[ IO N DNS server
Physical @ Services Desktop Programming Attributes
GEOBAL Global Settings
Settings
Algorithm Settings Display Name DNS server
INTERFACE
Gateway/DNS IPv4
FastEthernet0
DHCP
© static
Default Gateway 192.168.2.1
DNS Server 192.168.2.4
Set the default gateway
| BON DNS server
Physical Config Services Desktop Programming Attributes
FastEthernet0
GLOBAL
Settings Port Status On
Algorithm Settings Bandwidth 100 Mbps () 10 Mbps (¥ Auto
INTERFACE
Duplex Half Duplex (@) Full Duplex (¥ Auto
FastEthernet0
MAC Address 000A.F3DB.005D
IP Configuration
DHCP
O static
IPv4 Address 192.168.2.4
Subnet Mask 255.255.255.0
IPv6 Configuration
Automatic
O Static
IPv6 Address /
Link Local Address: FE80::20A:F3FF:FEDB:5D
DNS server configuration
[ NON DNS server
Physical Config Services Desktop Programming Attributes
SERVICES DNS
HTTP DNS Service O on off
DHCP Resource Records
DHCPv6
Name Type ARecord
TFTP
DNS Address
SYSLOG
Add Save Remove
AAA
NTP No. Name Type Detail
EMAIL 0 effatuniversity.edu.sa A Record 192.168.2.3
| === 7.
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Email server
ServEr-PT
Emailserver
1841
Router0 .
192.168.3.1 Sona
serial0/1/0 Sl 12.0.0.2
/ e
00 Email server
Physical Config Services Desktop Programming Attributes
SERVICES EMAIL
HTTP
DHCP SMTP Service POP3 Service
DHCPv6 O ON OFF O ON OFF
TFTP
DNS
Domain Name: google.com
SYSLOG
AAA User Setup
NTP User Password
EMAIL
mwda
FTP deema
layla
IoT ayla
VM Management
Radius EAP

Configuration of the email server
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Email server

Physical Config Services Desktop Programming Attributes
——

GLOBAL
Settings
Algorithm Settings
INTERFACE

FastEthernetO

Global Settings

Display Name Email server

Gateway/DNS IPv4
DHCP

O static

Default Gateway 192.168.3.1

DNS Server

Set the default gateway as the IP address of the router

5. Screenshots demonstrating working of the network in packet tracer.
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Physical Config DesktoE Programming Attributes

Command Prompt X

Command Line 1.0

We want to ping from LAN 1 to a device in LAN2 (PCO to PC8)
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serial0/1/1
11.0.0.2
serial0/1/0
10.0.0.2  —
1
Ro*rou)
L ]
192.168.1.1
I
The packet reached to the router successfully
b PDU Information at Device: Router0(1)
OSI Model Inbound PDU Details Outbound PDU Details
At Device: Router0(1)
Source: PCO(1)
Destination: 192.168.2.6
In Layers Out Layers
Layer7 Layer7
Layer6 Layer6
Layer5 Layer5
Layer4 Layerd4
Layer 3: IP Header Src. IP: Layer 3: IP Header Src. IP:
192.168.1.8, Dest. IP: 192.168.1.8, Dest. IP:
192.168.2.6 ICMP Message Type: 192.168.2.6 ICMP Message Type:
8 8
Layer 2: Ethernet II Header
0060.70C5.24C5 >> Layer 2: HDLC Frame HDLC
0001.63D3.86CC
Layer 1: Port FastEthernet0/0 Layer 1: Port(s): Serial0/1/0
1. The routing table finds a routing entry to the destination IP address.
2. The destination network can be reached via 10.0.0.3.
3. The device decrements the TTL on the packet.

PDU of the packet

serial0/1/1
12.0.0.3

serial0/1/0
P 1 0.0.0.3

1
Effat URiversity

]
192.168.2.1
1

The packet reached to the router of the second LAN
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2980-24TT
La"‘}{zqhw)m

AccessPomt-PT-AC
Rb

N

192.168.2.6 192.168.2.7

Packet reached to PC8

@ PDU Information at Device: PC8
[OST Modell  Outbound PDU Details
I

At Device: PC8
Source: PCO(1)
Destination: 192.168.2.6
In Layers Out Layers
Layer7 ‘ Layer7
Layer6 l Layer6
Layer5 l Layer5
Layer4 Layer4
Layer3 Layer3
Layer2 l Layer2
Layerl Layer 1: Port(s): WirelessO

1. The device takes out this frame from the buffer and sends it.
2. Wireless0 sends out the frame.

PDU of the packet

Laptop-PT
Laopoln)

Acknowledgment sent to PC1
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® PDU Information at Device: PCO(1)
OSI Model Inbound PDU Details
I

At Device: PCO(1)
Source: PCO(1)
Destination: 192.168.2.6

In Layers Out Layers
Layer?7 Layer?7
Layer6 Layer6
Layer5 Layer5
Layer4 Layer4

Layer 3: IP Header Src. IP:
192.168.2.6, Dest. IP:

192.168.1.8 ICMP Message Type: Layer3
0

Layer 2: Ethernet II Header

0001.63D3.86CC >> Layer2
0060.70C5.24C5

Layer 1: Port FastEthernetO Layerl

1. The packet's destination IP address matches the device's IP address or the
broadcast address. The device de-encapsulates the packet.

2. The packet is an ICMP packet. The ICMP process processes it.

3. The ICMP process received an Echo Reply message.

4. The Ping process received an Echo Reply message.

PDU of the packet that reached to PC1

6. Any other content needed. Refer to the project grading rubric for further details.




